Solicitors Regulation Authority

Cybercrime and bogus firms

What are we trying to do

We want firms and the public to be aware of the kind of scams that look to

steal money or obtain sensitive information. We have a range of resources
available to help you combat cybercriminals, including advice, case studies
and reports.

Who needs to know

Law firms and their clients

What's going on

Cyberattacks make up 75 per cent of all reported crime in the UK. Law
firms and their clients are an attractive target because transactions often
involve large sums of money, and law firms control sensitive information on
behalf of their clients.

Law firms should be aware of the risks of cybercrime and take appropriate
action to eliminate or mitigate against these risks.

Sometimes attacks can involve criminals posing as law firms in a bid to gain
the confidence of members of the public.

Fraudsters use the identities of law firms, either real or invented, to
convince members of the public to part with sensitive information, money, or
both.

These bogus firms can go to elaborate lengths to appear genuine, either by
taking the names of existing solicitors at existing firms, or creating
authentic-looking websites that suggest their credentials are real.

Wihile it is an offence to pretend to be a solicitor under the Solicitors Act, it
is usually impossible for us to pursue a prosecution against such fraudsters,
the majority of whom operate overseas.
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Resources
e Cybercrime [https://www.sra.org.uk/link/7fcb745a4e5e4c40b09f8c5aac1e5105.aspx] — this

contains reports, case studies and other resources to help you guard
against attacks

¢ Warning notice: Identity theft
[https://lwww.sra.org.uk/link/4c9c8b8a34a5411da3690a298d34f1b2.aspx]

e Scam alerts [https://www.sra.org.uk/link/666885548bd04e2ab0b0975a945826b6.aspx]
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¢ Risk Outlook 2020/21
[https://www.sra.org.uk/link/0628d79850564680b6234f32748e5baf.aspx]

e Priority risk: Information security
[https://www.sra.org.uk/link/1e20f4bcc54245f1b5b3418ca0247090.aspx]

¢ Risk Outlook 2020/21: Information and Cybersecurity
[https://www.sra.org.uk/link/0628d79850564680b6234f32748e5baf.aspx]
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