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What we will be covering

• The developing situation

• Cybercrime thematic review

• National Cyber Security Centre (NCSC) update

• Q&A

• What might be coming

• Top tips



The developing situation

• What we are seeing

• The impact on law firms



Cybercrime – the trends

Cybercriminals 

are developing & 

boosting their 

attacks at an 

alarming rate

Jurgen Stock, 

INTERPOL

Ransomware is 

a growing threat

- globally cases 

doubled in 2020

Cybersecurity 

researchers

300% increase 

in phishing 

emails during 

first two months 

of lockdown 

NCSC



The consequences

£2.5m stolen in 

the first six 

months of this 

year

High costs for 

affected firms too

Losses are not 

just financial for 

victims



How we are responding

• Enforcement Strategy – taking a proportionate approach

• Risk Outlook has the latest NCSC guidance

• Help and guidance on our website –our latest thematic 

review 



Cybercrime thematic review

Rachel Clements



How risks looked in our review

• £4m stolen from 23 firms

• £400k paid by firms

• Data security & 
governance

• Email modification fraud

• Phishing and vishing

• Ransomware



Key risks: training and support

88% of fee 

earners could not 

explain the term 

‘ransomware’ 

60% of firms 

viewed their staff

as the

greatest risk

20% of firms 

had not 

provided any 

cyber training



Test your knowledge

You have received a ransomware demand. What is the 

first thing you should do? 

A. Determine if it is legitimate. If so, inform the SRA and 

follow the instructions carefully to get your data back

B. Ignore the demand and back up your data, you do not 

need to inform the SRA

C. Do not pay the ransom. You may need to inform the SRA, 

ICO and the police



Policies, controls and 
technology

• 32% no disaster recovery plan

• 57% had not tested processes

• 20% no policy on USBs

• 20% no incident records 

• 37% using Windows 7 

• 55% using external USBs

• Evidence of IT support over-reliance



Remote working risks



Managing client risks

Warn you would not email bank a/c changes 

Monitor firm email accounts

Scrutinise 'out of place’ emails

Confirmation strategies for transfers

Look at alternatives to holding client money 



Test your knowledge

You have received a ransomware demand. What is the first 

thing you should do? 

Correct answer 

C. Do not pay the ransom. You may need to inform the 

SRA, ICO and the police



Help and support 

Cybercrime thematic review

sra.org.uk/cyber-security-review

Cybersecurity tips and advice 

https://www.sra.org.uk/solicitors/resources/cybe

rcrime/

https://www.sra.org.uk/cyber-security-review
https://www.sra.org.uk/solicitors/resources/cybercrime/
https://www.sra.org.uk/solicitors/resources/cybercrime/
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46% of all UK businesses 
identified at least one breach 
or attack in the last year

* *The Department for Digital, Culture, Media and Sport's 'Cyber Security Breaches Survey 2020' reported that almost 
half (46%) of all businesses have identified at least one cyber security breach or attack in the last 12 months (and 43% 
have among micro and small firms)

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019


This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK 
information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown Copyright © 
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2019 Incident trends

1. Cloud Services 

2. Ransomware  ✓

3. Phishing ✓

4. Vulnerability scanning

5. Supply chain attacks ✓
https://www.ncsc.gov.uk/report/incident-trends-report



Cloud Services
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Ransomware
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Phishing and Vulnerability scanning

Phishing has been the most prevalent attack 
delivery method seen over the last few years. 
Common tactics include:

• targeting Office 365 credentials
• sending emails from real, but compromised, 

email accounts 
• fake login pages 

• Vulnerability scanning remains a common 
reconnaissance method to identify 
unpatched, legacy or vulnerable software.
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Supply chain
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WHAT CAN WE DO TO PROTECT OURSELVES
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Video conferencing services: security guidance for 
organisations
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TLP AMBER

Products & Services

Trust Groups

Cyber Essentials (Plus)
10 Steps

Sector Specific 
Toolkit

Small Business Guide

Sector Specific 
Assessment 

NCSC Website

Board Toolkit Response & 
Recovery Small 
Business Guide

Top Tips for Staff
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Themes & Scenarios

• Preventing malware damage

• Backing up your data

• Avoiding phishing attacks

• Using passwords to protect your data

• Keeping your smartphones and 
tablets safe.

Themes:: Scenarios:

• Phishing leading to ransomware

• Unknown Wi-Fi attack

• Mobile phone theft and response

• Insider threat Leading to a Data 
Breach

• Third party software compromise
• BYOD

• Supply Chain Risks

• Home & Remote Working

• Technical Scenario

• Threatened leak of sensitive data

mailto:ncscinfoleg@ncsc.gov.uk
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Is Cyber insurance right for you?



The NCSC’s Early Warning system provides an 

organisation notifications of threat events 

against their networks. This may be alerting that 

a client on the network has joined a botnet, 

sharing that there is a vulnerable application on 

an IP address or that an IP address has been 

seen conducting abusive activities, such as 

participating in a DDOS. 



Q&A

• Question during the session 

• Questions previously summited:

– Our IT system was hacked via email and our IT providers are 

working on protecting the system. They have told us not to tell 

anyone, is this correct?

– Our cloud based case management system was attacked. We don’t 

think the clients are affected, do we need to tell them?

– I know about phishing and ransomware, what new risks are there?



What might be coming? 

Criminals will 

find new ways to 

attack

Deepfakes may 

become a 

significant threat



Principles for a Cyber Secure 

Environment 

Promote A supportive cyber culture with regular training

Patch Systems regularly to avoid exposing vulnerabilities

Protect Your devices with strong passwords and encryption

Prepare Your strategy for future threats 


